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Introduction

Megalog consists of three windows services, one web application and use one
SQL database.

Please read the document "System Requirements Megalog.doc" to prepare
your environment for these parts.

Additionally we documented information to prepare your
. IIS Service
. SQL Server

on the following chapters. Please go thru it, it will perhaps save your time
during installation.

At the end of this document we summarized several common problems. In
general this are not Megalog issues, but you have to resolve it in your
operating system before everything fits together,
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I1IS Preparation

Windows XP/ Windows Server 2003

If you did install IIS after the .Net framework you have to prepare your

IIS installation for “aspnet_clients” manually. Microsoft provides the

"aspnet_regiis.exe" to do this:

%WINDIR%\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe —i

When you have prepared your IIS correctly your configuration should look

like in this picture:

¥ Internet Information Services

File Action Yiew Help

€ A@EXEFRER @E 2

% Internet Information Services
= &) web 87 (local computer)
=[] web Sites
= o Default Web Site
& & IsHelp
[+ Printers
[+ g Megalog
=-{_] aspnet_client
=]

i 2_0_S0727

R4 030319 |
£

-] Printer
[#Z% Default SMTP Virtual Server

| Mame

Path

There are no items ko show in this view,

Status
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Windows Vista / Windows 7

Prepare your IIS installation for “aspnet_clients”. Open “Control Panel” /
“Software” and then "Windows Components”. Install all components of .NET,
ASP and ASP.NET under the section WWW-Services.

Datei  Bearbeiten  Ansicht

Aufgab F— .
ks Programm deinstallieren oder &ndern

Installierte Updates anzeigen B
Wahlen Sie ein Programm aus der Liste aus und klicken Sie auf "Deinstallieren”, "Andern” oder "Reparieren”, um es zu deinstallieren.

Neue Programme online auf

Windows Marketplace p
erwerben Windows-Funktionen ==}
i
Erwdrbene Software anzeigen J ° @

(digitales SchlieBfach) T Windows-Funktionen ein- oder ausschalten

Windows-Funktionen ein- oder JCEFNI Ay Verwenden Sie die Kontrollkdstchen, um die entsprechenden Funktionen ein- oder auszuschalten. Ein ausgefiilltes Kontrollkdstchen
ausschalten B Adobe Reader bedeutet, dass eine Funktion nur teilweise aktiviert ist.

& Adobe® Phot B
‘:“; Advanced Insta [l | Einfache TCPIP-Dienste (z. B. Echo, Daytime usw.)
|1 AnyDVD [T1J) Indexdienst |
L_K!Avanquest updly| | & [@] | Internetinformationsdienste L
[2) Cisco ASDM La: Webverwaltungstools )
& Cisco System: IIS-Verwaltungsdienst 3
s+ Cisco TFTP Sen| | IS-Verwaltungskonsole
& eToken PKI Clid: IIS-Verwaltungsskripts und -tools
&t mit der IS 6.
il eToken SSO Tef| m b L .
o @ @) WWW-Dienste
f FileZilla (remoy | 3
© Google Earth |, Aligemeine HTTP-Features
I F)g( 1501 = @ || Anwendungsentwicklungsfeatures
Elm 55 k 5 | NET-Erweiterbarkeit
con Works Pro
. 1. ASP
e IrfanView (remd | || ASPNET
@JavaZ" ti Ed cal
|£)Java(TM) 6 Upds | ISAPI-Erweiterungen
[£)1ava(TM) 6 Upd| . ISAPL-Filter 1
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Windows Server 2008

Start the server manager and i Roles wizard B
start the wizard to add a server G seecterver oles
role.
Before You Begin Select one or more roles to install on this server.
er Rol Roles: Description:
BRI R [ Active Directory Certficate Services Applcation Serve ]
"Web S (1I1IS) rol Roe S [ Active Drectoy DomolnServics oaen Rl o
Choose "Web Server role e I e Dty Pt ot S e
n n [ Active Directory Lightweight Directory Services Enterprise Services and .NET
and press "Next". progss T ——— Fransicrk 30,
Results [ Application Server
L_| DHCP Server
[ DNs Server
[] Fax Server
[] File Services
[ Hyper-v
[] Network Policy and Access Services
[ Print Services
[] Terminal Services
[_] upDI Services
[V] wweb Server (115)
[ windows Deployment Services
More about server roles
< Previous | Next > Instal Cancel
Add Roles Wizard [x]
A\Y
Select ASP.NET and “IIS G seectroteservics
I ” .
Management Compatibility”. This :
Before You Begin Select the role services to install for Web Server (II1S):
Description:

is vital for the installer process e i
‘e Server (IIS) £ @ web Server &
on I y & [ Common HTTP Features
: [¥] static Content
[V] Default Document
Progress [V] Directory Browsing
Results [V] HTTP Errors
] HTTP Redirection
& [@ Application Development
Installed) [] asp.NET
[V] NET Extensibiity
[ asp
[ ca
[V] 15AP1 Extensions
[] 15APT Filters.
[] server side Includes
= [@ Health and Diagnostics
[V] HTTP Logging
[] Logging Tools
(V] Request Monitor
[ Tracing
[ Custom Logging

Confirmation

=

More about role services.

press "Next".

g e =

<pravious [ mext> | el Cancel

ASP.NET provides a server side object
oriented programming environment
for bulding Web sites and Web.
applications using managed code.
ASPNET is not simply a new version
of ASP, Having been entirely re-
architected to provide a highly
productive programming experience
based on the .NET Framework,
ASP.NET provides a robust
infrastructure for buiding web
applications.

After the wizard

& Intemetinformationsdiensie-Manag

@\/ [T » NB-VISTA » Sites » Default WebSite » aspnet_client » system_web » 4030319 »

has finished its

starts the IIS- [Vertindimgen \

pe | - aspnet_client/system_web/4_0_30319 Startseite
M a n a g e r. 485 NB-VISTA (NB-VISTA\jsc)

. Gruppieren nach: Bereich v E
2 Anwendungspools
48] Sites ASENER s = &
4 @) Default Web Site > =
If you cannot see P ° > ; & i
NET-Globalisierung .NET-Kompilierung ~ .NET-Profil .NET-Vertrauense.. =
the 4_0_30319 _ ;
& & &

entry you have to
prepare your IIS
installation for
“aspnet_clients”

Anwendungseinst... Computerschlissel  Seiten und Sitzungszustand
Steuerelemente

D ‘

SMTP-E-Mail Verbindungszeich...

Aktionen

2 1m Explorer offnen
Berechtigungen bearbeiten.

Ordner verwalten ~
Ordner durchsuchen

[8] *80 (http) durchsuchen

@ Hitte

Onlinehilfe

[=] Ansicht "Features" |[% Ansicht "Inhalt"

manually. et

Microsoft
provides the "aspnet_regiis.exe" to do this:

%WINDIR%\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe
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Check settings after MegalLog TP installation

Open “Internet Information Service Manager” and search for MegaLog web
application.

¥E Internet-Informationsdienste =10l x|

File Action Wiew Help

c» OEXERBEI2/IE2]r 8

% Internet-Informationsdisnste Mame | Path SkakL +
Eﬂ Server (local computer) CABin
=0 web Sies (B2 images
=1 Default Web Site Cainfo e

- 1sHelp (3 sounds
Prink

— E ActionFilterDef, aspx
E ActionFilkerDef, aspx.cs
E Actions.aspx
E Actions . aspi.cs
E AnalyseTypeHost, aspx
{:l aspriet_client E AnalyseTypeHost. aspx.cs
[#- % Default SMTP Virtual Server (3] AnalyseTypesysiog aspx

3 AnalyseTypeSyslog, aspx.cs -
1| | 3|

|
Windows XP / Windows Server 2003

v Gten b Dot Web Stn » Megalog

P Authentifizierung

& 5 R0 (NT-AUTDRITATWSFETEM)

D Brerdussgigests Seeppimmnache Keine Grupsienng -

a & Siten Haa dastn Artotyp
o i Defash Ve Site fincryme Athestigiesng Hactrient
“ asgnel_dient ALPNET-Jertitmtranchusl Bt
2 Megals [ e—— Cieabtiviert HTTF 20 - Asmekurg Usleing
& &in StEnds RN Earignt HTTR 211 - b
1 mager
1o
1 saunds

ekt Fesires” |\ Ansichs "

Kenligumtian: “Defash Web Stedagalog” web.config

Windows Vista / Windows 7

- Check if the Megalog application's properties .Net 4.x is selected
- Check if the Megalog application's authentication is set as expected
- Check if the Megalog application's default page is "Default.aspx"
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SQL Database Preparation

Short Description

Megalog Database needs to be installed on a SQL service. You can choose
between MSSQL ([Express] 2003/2008) and MySQL (newer than V 5.1).

Additionally install a SQL management tool e.g. “Microsoft SQL Server
Management Studio Express” or "MySQL Workbench 5.2 CE".

System Requirements

The system requirements for MegalLog Database is described in “"System
Requirements Megalog.pdf”

MS SQL [Express] Server 2005/2008

If you decided to use the free MS SQL Express 2005/2008 Server, then you
have to check if the server service is listening on TCP port 1433. Per default
SQL Express 2005/2008 uses only “Shared Memory” to communicate.

First open the “"SQL Server Configuration manager”. This application will be
installed during the MS SQL Express installation. Then navigate to "SQL
Server 2005/2008 Network Configuration” / “Protocols for SQLEXPRESS”.

& sOL Server Configuration Manager =] |

File  Action Wew Help

RACIEAE

@ SQL Server Configuration Manager (Local) Protocol Name | Skatus |
~H 5L Server 2005 Services % shared Memory Enabled

=~ d S0L Server 2005 Metwork Configuration FNamed Pipes Enabled
H E e Enabled

SGL Mative Client Configuration 3vIa Enabled
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TCP/IP Properties x|
Pratacol |1P Addresses |
B General
Enabled ‘fes =l
Keep Alive 30000
Listen Al Tes
Mo Delay Mo
Enabled
Enahle or disable TCP[IP protocal For this server inskance
OK I Cancel | Apply: | Help |
TCP/IP Properties 2=l
Protocal  IP Addresses I
E
Active ‘fes
Enabled Mo
IF Address 192.168.100.1
TCP Dynamic Porks o]
TCP Port 1433
B 1pz
Active es
Enahbled Mo
1P Address 127.0.0.1
TCP Dynamic Porks o]
TCP Port 1433
B 1pal
TCP Dynamic Porks 4330
TCP Port 1433
IP1
[a]4 I Cancel Apply Help

There change the settings for "Named
Pipes”, “TCP/IP" and “VIA” to “Enabled” and
open the properties for the TCP/IP settings.

It should look like on the picture on the left
side.

Important: Please have a look as well under
“IP Addresses”. Insert there for all wanted
IP addresses the TCP port 1433.

After applying the setting you have to
restart the SQL server service.
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MySQL

If you decided to use the free MySQL server, then you have to check if the
server service is listening on TCP port 3306. If the Megalog installation is not
on the same server as the MySQL service you have to allow the user "root" to
be connected from other workstations. At least one user with sufficient rights
to create a database is needed.

e : “ Open the “MySQL Workbench
- 5.2 CE” navigate to user

- | accounts and double-check
o -2 M N N B B | ser root if "from host" is set
Configuration tO "0/0"

5 e Cofigurstion @ Accounts (i, Connections 5| Veriables -‘ Data Dump Logs )

Server Acoess Marsgement. | schama Privieges

User dccourts

To finish the MySQL database preparation you have to install the "mysql-
connector-net-6.3.6.zip". This is needed on the server were TM, TP or DBM
will be installed.
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Megalog Installation

Short Description

Megalog Syslog Suite needs three Windows services, a SQL database and a
IIS. The installation can be split into steps:

SQL Server Preparation

Database Maintenance Service (DBM)
Main Service (TM)

Web Frontend (TP) (see IIS Preparation)
Syslog Agent Service (TLPP)

Syslog Tools (optional)

Megalog Documentation (optional)

System Requirements

The system requirements for Megalog are described in “"System Requirements

Megalog.pdf”

In short words:

running MS SQL Server (SQL Server Preparation)
.NET 4.0
IIS (IIS Preparation)

Before You Begin

1. You need administrative rights to install these services.

2. IIS needs to be installed (In case of Windows Vista/7 and 2008: "IIS
Management Compatibility modules" are needed for the install process!).

3. SQL server must be up and running

a) listening on TCP port 1433 in case of MSSQL
b) listening on TCP port 3306 in case of MySQL

10
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Start Megalog Installation

First please decide between MySQL or MSSQL and the installation procedure
you need.

Easy Installer:

Please download the installer "MegalogSuite.msi" from
http://www.secureip.de, store it on a temporary folder and start it.

The "Easy Installer" expect to install all services and modules to a single
machine. The SQL database can be on the same or on a other server.

Easy Installer Installation Process

=)

After starting the Easy
Installer we will welcome you.

.

Welcome to Megalog Suite
Setup Wizard

The Setup Wizard will install Megal.og Suite on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

1) Megalog Suite Setup

Please insert here the IP -
SQL Database
addreSS or DNS name of your Test SQL Server Connection ...

SQL server. In case of MySQL

. . . SQL server connectivity willbe testd||  SQL Database f
provide a valid SQL user id/pw TS E S e seve e >
with sufficient rights to install e

SQL server connectivity will be tested here. Please insert the valid IP address or DNS name
a database. from your MySQL server.
SQL Server: Jocahhost
. . MySQLID: Jroot
After pressing "Next" this the i
installer tries to contact the e
SQL database.
Advanced Installer
S
In case the SQL connection S0 comecton e ]
test was successful you will e T R )
See thls message S:ih;e:;;r;l\b&:::;%:eiﬁzgmonﬁnng Data Source=127.0.0.1; Integrated
. - Start testing now ...
- Test finished.
- Looks fine!
- Go ahead with the installation process.
By pressing "Install" you can
. . . 5 (
go ahead with the installation. ,

11
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In case the SQL connection
test fails you will see this
message (or similar).

The installer process needs to
be cancelled and restarted
again.

Here you can insert the
installation directory, then
press "Next".

The installer is now ready to
install all three services,
documentation, tools and the
presentation module. The
database will be created
automatically after the first
start of service DBMaintenance
(~ after one minute).

| SQL Comnection Tester —

Program startup parameter found. -
- SQL test will be done with connection string: "Data Source=1.0.0.1; Integrated Security=SSPI:Connect | |
Timeout=5" =
- Start testing now .| B
- ERROR, can not establish a SQL connection to the requested server! I

The exception code:
System Data. SalClient, SalException: Netzwerkbezogener oder instanzspezfischer Fehler beim Herstellen

einer Verbindung mit SL Server. Der Server wurde nicht gefunden, oder auf ihn kann nicht zugegrffen
werden. Uberprifen Sie, ob der Instanzname richtig ist und ob SQL Server Remoteverbindungen zulasst.

FCETTO e
Select Installation Folder |
This is the folder where MegalLog Suite will be installed.

To install in this folder, dick "Next". To install to a different folder, enter it below or dick
“Browse”.

Folder:
]C:‘Program Files (x86)\Megalog\

Browse...

Advanced Installer

[ <gack | Next> | [ cancel |

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, diick Back. Click Cancel to exit the wizard.

Advanced Installer

([ <pak | Eimsal ] [ concel ]

12
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Expert Installer:

Please download the installer "MegalLogExpertinstaller.exe" from
http://www.secureip.de, store it on a temporary folder and start it.

The ZIP archive will unpack all installers and starts "Install.hta". The
following "Megalog Installer" should start:

With the "Expert Installer" you can install every single module separately.
You should have some experience with the Megalog configuration files and
the concept behind. You can choose your own installation order, but the best
practice installation order is show.

Click on the module(s) to start the installer process(es).

Expert Installer Installation Process

After starting one of the Expert [ 15) Megatog Database 0B) setup ==

Installer modules we will welcome
you.

Welcome to Megalog
Database (DB) Setup Wizard

The Setup Wizard will install Megal.og Database (DB) on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard,

13
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Please insert here the IP
address or DNS name of your
SQL server. In case of
MySQL provide a valid SQL
user id/pw with sufficient
rights to install a database.

After pressing "Next" this the
installer tries to contact the
SQL database

In case of the service TLPP
you have to insert several
parameters more:

For all installation modules
you have then to decide the
installation directories.

SQL Database
Test SQL Server Connection ...

SQL Database

rrrrrrrrrr ctivity wil be tested by
-5 Test SQL Server Connection ...

sQL
from your MS-SQL-Express or MS-SQL

st server:

SQL server connectivity wil be tested here. Please insert the valid P address or DNS name
from your MySQL server.

SQL Server: Jocahhost
MySQLID: Jroot
MySQLPW: [

Advanced Installer —

Advanced Installer

_
13/ Megalog Event Recever Service (TLPP)Setup

Parameter M,

£

Insert Startup Parameter For Service TLPP

)

TMIP Address: |127.0.0‘1

TM Configuration Port: 1118
TLPP ID: L

TLPP Password: |dppsecret
[o.0.0.0

Services bind to local IP:

All parameters will be stored in the file "Megalog\TLPP) TLPP.exe.config". If you
want to change it later do it there and restart the service.

Advanced Installer

[ <Back ][ Next> | [ cancel |

Select Installation Folder
This is the folder where Megalog Database (DB) will be installed.

To install in this folder, dick "Next". To install to a different folder, enter it below or dick
“Browse”,

Folder:

]C:‘Program Files (x86)\Megalog'\DB\ Browse...

Advanced Installer

[ <Back ][ Next> | [ cancel |

14
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Here press "Install" to start
with the installation of a
single module.

Here you can close the single
installation process and start
a other one from the "Expert
Installer".

S
[ Ready to Install (o |
The Setup Wizard is ready to begin the Typical installation ‘o

Click Install to begin the installation. If you want to review or change any of your
installation settings, dlick Back. Click Cancel to exit the wizard.

Advanced Installer

[ <Back ][ Einstal ] [ Concel |

[ - ~d
Installing Megalog Database (DB) ‘o

Please wait while the Setup Wizard installs Megal.og Database (DB). This may take
several minutes,

Status: Executing install SQL scripts

-—

Advanced Installer

Completing the Megalog
Database (DB) Setup Wizard

Click the Finish button to exit the Setup Wizard.

15
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Manual Configuration (optional)

MegalLog Main (TM)

The Megalog TM configuration file contains only two parameters and is stored
in the file "TMService.exe.config”. This configuration file is in XML format and
needs to be in the same directory as the service executable “"TMService.exe”.

All other configuration of this service will be done with the web service
Megalog TP (Presentation) in your favourite browser (Menu “Config”, Icon
“TM-Config”):

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>

<add key="MegalLogConnectionString" value="Data Source=127.0.0.1; Integrated Security=true;Initial
Catalog=Megalog;Connect Timeout=150"/>

<add key="Debug" value="45"/>
</appSettings>

</configuration>

Table 1: Example shows configuration for service TM with MSSQL database on the same machine. Database and
network services trust each other using Microsoft integrated security feature.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>

<add key="MegalogConnectionString" value="Data Source192.168.199.199; Integrated Security=false;User
ID=mgu:tm;Password=sqlsecrettm;Initial Catalog=Megalog;Connect Timeout=150"/>

<add key="Debug" value="45"/>
</appSettings>

</configuration>

Table 2: Example shows configuration for service TM with MSSQL database on different machines. TM uses a
database-user-id and password to authenticate to the MegalLog database.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>

<add key="MegalogConnectionString" value="Server=192.168.199.199;Database=Megalog;Uid=mgu_tm;
Pwd=sqlsecrettm;Connect Timeout=150"/>

<add key="Debug" value="45"/>
</appSettings>

</configuration>

Table 3: Example shows configuration for service TM with MySQL database on different machines. TM uses a
database-user-id and password to authenticate to the Megalog database.

16
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If you change the configuration xml-file you have to restart the service to
apply the new settings.

Registry Settings

The Megalog TM service needs “zero” registry settings to run! Of course there
are service depended registry settings for Windows maintaining the service
thru control panel.

If you enabled debug mode, you will find under HKLM\Software\MegalLog\TM
several registry entries for troubleshooting. These entries are only copies from
the configuration stored in the MegalLog DB - SQL database.

Parameter key=" MegaLogConnectionString”

The connection string is the most important configuration part. The service
Megalog TM needs a connection to MegalLog DB.

The MegalLog modules TM, TP and DBM needs identical connection strings
(Except user id and password).

Parameter key="Debug”

The debug parameter are descript for all services in the Appendix 1 in this
document.

17
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Megalog Presentation (TP)

The configuration is stored in the root of the MegalLog TP directory in the file
“"Web.Config”. Search for the parameter “connectionStrings” and change it to
your connection string.

The MegalLog modules TM, TP and DBM needs identical connection strings
(Except user id and password).

<connectionStrings>
<add name="MegalogDB" connectionString="Server=127.0.0.1;Database=Megalog;Uid=mgu_TP;
Pwd=sqlsecrettp;Connect Timeout=150;" providerName="MySql.Data.MySqIClient" />

</connectionStrings>

<system.web>
<compilation debug="false" defaultLanguage="c#" targetFramework="4.0">

Table 4: Example shows configuration for TM with MySQL database on the same machines. TP uses a database-user-
id and password to authenticate to the Megalog database.

<connectionStrings>
<add name="MegalogDB" connectionString="Data Source=127.0.0.1;Initial Catalog=Megalog;Integrated
Security=false;User ID=mgu_TP;Password=sqlsecrettp;Connect Timeout=150"
providerName="System.Data.SqlClient"/>
</connectionStrings>

<system.web>
<compilation debug="false" defaultLanguage="c#" targetFramework="4.0">

Table 5: Example shows configuration for TM with MSSQL database on the same machines. TP uses a database-user-
id and password to authenticate to the Megalog database.

You can reach the web application (TP) of MegalLog with the URL http://localhost/Megalog .

18



http://localhost/MegaLog

. Secure.IP GmbH

MegalLog Event Receiver (TLPP)

The Megalog TLPP configuration file contains 6 parameters and is stored in
the file “TLPPService.exe.config”. This configuration file is in XML format and
needs to be in the same directory as the service executable
“TLPPService.exe”. The service needs no access to the database, it
communicates only with the service module TM.

All other configuration of this service will be done with the web service
Megalog TP (Presentation) in your favourite browser (Menu “Config”, Icon
“TLPP-Agent”):

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>
<add key="TMDestinationIP" value="127.0.0.1"/>
<add key="TMConfigPort" value="1119"/>
<add key="TLPPId" value="1"/>
<add key="TLPPCommunicationPassword" value="tlppsecret"/>
<add key="InterfaceBindTo" value="0.0.0.0"/>
<add key="Debug" value="45"/>
</appSettings>

</configuration>

Table 6: Example shows configuration for TLPP No.1.

If you change the configuration xml-file you have to restart the service to
apply the new settings.

19
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Registry Settings

The Megalog TLPP service needs “zero” registry settings to run! Of course
there are service depended registry settings for Windows maintaining the
service thru control panel.

If you enabled debug mode, you will find under
HKLM\Software\MegalLog\TLPP several registry entries for troubleshooting.
These entries are only copies from the configuration stored in the MegaLog DB
- SQL database.

Parameter key="TMDestinationIP”

Please insert here the IP address where the MegalLog TM module is listening
for requests. If Megalog TLPP and MegalLog TM run on the same machine
insert *127.0.0.1" there.

Parameter key="TMConfigPort"”

Per default Megalog TM config port is 1119, tcp. If you did not change it
insert here "1119”.

Parameter key="TLPPId”

Every MegalLog TLPP needs its unique number. The number “1” is already
preconfigured (listening to interfaces (see InterfaceBindTo) at port 514
(syslog), protocol udp).

If you want to add more TLPPs, insert it first in MegalLog TP, Menu “Config”,
Icon “Agents” and then in the config file.

Parameter key="TLPPCommunicationPassword”

The module Megalog TLPP needs this password to connect to MegalLog TM
module and retrieves its configuration. The default password is “tlppsecret”
and can be changed in Megalog TP, Menu “Config”, Icon “"Agents”.

When you change the password in MegalLog TM you have to change it as well
here in the configuration file. Please don't forget to restart the service
immediately.

Parameter key="InterfaceBindTo"”

With this parameter you can set where MegalLog TLPP starts to listen. The
default value is "0.0.0.0” then the service is listening to all local IP addresses.

If you plan to in run several TLPPs (listening on the same port e.g. 514, udp)
on one machine then add more IP addresses to this machine and distinguish
exactly what TLPP should listen where.
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Parameter key="Debug”

The debug parameter are descript for all services in the Appendix 1 in this
document.

MegalLog DB Maintenance (DBM)

The Megalog DBM configuration file contains only two parameters and is
stored in the file "DBMaintenance.exe.config”. This configuration file is in XML
format and needs to be in the same directory as the service executable
“"DBMService.exe”.

All other configuration of this service will be done with the web service
Megalog TP (Presentation) in your favourite browser (Menu “Config”, Icon
“DB-Config”):

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>

<add key="MegalLogConnectionString" value="Data Source=127.0.0.1; Integrated Security=true;Initial
Catalog=Megalog"/>

<add key="Debug" value="45"/>
</appSettings>

</configuration>

Table 7: Example shows configuration for service DBM with MSSQL database on the same machine. Database and
network services trust each other using Microsoft integrated security feature.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>

<add key="MegalogConnectionString" value="Data Source192.168.199.199; Integrated Security=false;User
ID=mgu_dbm;Password=sqlsecretdbm;Initial Catalog=MegalLog"/>

<add key="Debug" value="45"/>
</appSettings>

</configuration>

Table 8: Example shows configuration for service DBM with MSSQL database on different machines. DBM uses a
database-user-id and password to authenticate to the Megalog database.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<appSettings>

<add key="MegalogConnectionString" value=" Server=192.168.199.199;Database=Megalog;Uid=mgu_dbm;
Pwd=sqlsecrettm;Connect Timeout=150"/>

<add key="Debug" value="45"/>
</appSettings>

</configuration>
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Table 9: Example shows configuration for service DBM with MySQL database on different machines. DBM uses a
database-user-id and password to authenticate to the MegalLog database.

If you change the configuration xml-file you have to restart the service to
apply the new settings.

Registry Settings

The MegalLog DBM service needs “zero” registry settings to run! Of course
there are service depended registry settings for Windows maintaining the
service thru control panel.

If you enabled debug mode, you will find under
HKLM\Software\MegalLog\DBMaintenance several registry entries for
troubleshooting. These entries are only copies from the configuration stored in
the Megalog DB - sql database.

Parameter key=" MegalLogConnectionString”

The connection string is the most important configuration part. The service
MegalLog DBM needs a connection to MegalLog DB.

The MegalLog modules TM, TP and DBM should have identical connection
strings. If you want to have enhanced security you can define several SQL
users with minimum access rights. For help to set the correct access rights
please read “User Manual Megalog / Access Security / SQL Database”.

Parameter key=" Debug"

The debug parameter are descript for all services in the Appendix 1 in this
document.
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Common Installation Problems

Server not member of same domain

If the installation of Megalog should be on one server/workstation and the
MSSQL is on another server, then both server/workstation needs to be in one
domain. The approach to solve this installation problem is to add the
designated Megalog server to the domain and restart the installation.

In case this is not a option, install first MegaLog with a local MSSQL database.
After the basic installation is finished to can change the settings in TP, DBM
and TM to point to the new MSSQL server. Please change the connection
strings from "Integrated Security = SSPI" to "Integrated Security = false" and
add a valid user ID and password for the MSSQL server.

SQL Database

Test SQL Server Connection ...

SQL server connectivity will be tested here. Please insert the valid IP address or DNS name
from your MS-SQL-Express or MS-SQL server.

SQL Server: 192,168.178.29

SQL Connection Tester

Program startup parameter found. Al
- SOL test will be done with connection string: "'Data Source=192.168.178.29; Integrated Sl

Security=SSPI;.Connect Timeout=15" \
- Start testing now ... |
- ERROR. can not establish a SOL connection to the requested server!

Advanced Installd | The exception code:

System.D ata.SqlClient. SqlE xception: Login failed. The login is from an untrusted domain and cannot be:
used with Windows authentication.

bei System.Data.SqlClient. SglinteralConnection. OnE rmor(S qlE xception exception, Boolean |
~
- [ Heb ] [ Fonce ]
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MySQL Provider not installed or wrong version

After you finished a Megalog installation running together with a MySQL
server and you forgot to install the .Net database connector for MySQL
"mysql-connector-net-6.3.6", most likely you will see an error after trying to
open the Megalog web-page TP (see picture below).

To solve this download and install the .Net database connector "mysql-
connector-net-6.3.6" on the server/workstation were TP, TM and DBM is
installed.

Please do not install a other version then 6.3.4 of the connector! In the
services TM and DBM has compiler references to this dedicated MySQL
connector type. In case you cannot use the requested version please get in
contact with our support.

el locakhost o (= [42][x] |

Datei Bearbeiten Ansicht Favoriten Extras 2

¢ Favorten | 53 @ v €| Kostenlose Hotmail £ | -

»

& Der angeforderte .Net Framework-Datenprovider kan... -8 3 gm v Sete~ Sicherhelt v Extras @)~

~

Serverfehler in der Anwendung /Megalog.
Der angeforderte .Net Framework-Datenprovider kann nicht gefunden werden. Er ist ggf.

nicht installiert.

Beschreibung: Unbehandete Ausnahme beim Ausfihren der aktuellen Webanforderung. Uberprafen Sie die Stapeliberwachung, um weitere Informationen iber diesen Fehler
anzuzeigen und festzustellen, wo der Fehler im Code verursacht wurde.

System. Der Net Fi i kann nicht gefunden werden. Er it ggf. nicht installert
Quelifehler:
Der Quellcode, der diese T lte 2 hme verursacht hat, kann nur angezeigt werden, wenn im Debugmodus

kompiliert wird. Um dies zu aktivieren, missen Sie einen der folgenden Schritte ausfiinren und die URL
anfordern:

1) Fiigen Sie eine "Debug=true"-Direktive am Anfang der Datei hinzu, die den Fehler generiert hat. Beispiel:
<3@ Page Language="C#" Debug="true" >
oder:

2) Figen Sie der Konfigurationsdatei Ihrer A folgenden Konfigurati hnitt hinzu:

<configuration>
<system.web>
<compilation debug="true"/>
</system.web>
</configuration>

Hinweis: Die zweite Option hat zur Folge, das alle Dateien in der A im D kompiliert werden.
Mit der ersten Option wird nur die angegebene Datei im Debugmodus kompiliert.

Wichtig: Das Rusfihren von in belegt zusétzlichen Arbeitsspeicher. Stellen Sie daher
sicher, dass das Debuggen fiir eine Anwendung deaktiviert wird, bevor sie fir die Produktion bereitgestellt
wird.

Stapeliiberwachung:

[ArgumentException: Der angeforderte .Net Framework-Datenprovider kann nicht gefunden werden. Er ist ggf. nicht installiert.]
System. Data.Common. DbProviderFactories. GetFactory(String providerInvariantName) +1402071
System. Web.

WebControls. SqlDataSource. GetDbProviderFactory() +65

ebControls. SqlDataSource. GetDbProviderFactorySecure() +22

System. Web. UI. WebControls. Sq1DataSource. CreateConnection(String connectionString) +12

System. Web. UI. WebControls. Sq1DataSourceVi ew. ExecuteSelect (DataSourceSelectArguments arguments) +118

System. Web. UI. DataSourceView. Select (DataSourceSelectArguments arguments, DataSourceViewSelectCallback callback) +17

System. Web. UI. WebControls. DataBoundControl. PerformSelect () +144

System. Web. UI. WebControls. BaseDataBoundControl. DataBind() +72

Svstem.Web. UI. WebControls.GridView. DataBind() +5 b

Fertig ) Lokales Intranet i v R100% ~
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.NET not register in lIS

In many cases Microsoft .Net 4.0 don't register themselves in IIS. Most likely

you will see then an error after trying to open the MegalLog web-page TP (see
picture below).

To solve this please open a administrative CMD windows, navigate to
%WINDOR%\ Microsoft. NET\Framework\v4.0.30319 and start the program "
aspnet_regiis.exe". This will do the needed registration.

{= Konfigurationsfehler - Windows Internet Explorer E]@@

€&y - €] htpiflocahostiieqalon v [&][4][x] o I8
gatei ;earbeiten Ansicht  Favoriten E;tras ?

57 Favariten | 55 &8 vorgeschiag v @ Kostenlose Hotmail £ /s ce-F -

(& Korfigurationsfehler ‘ | - B | =y v Sefe~ Sicherhelt + Extras - @~ 2

Serverfehler in der Anwendung /Megalog.

Konfigurationsfehler

Beschreibung: Fehler beim Verarbeiten einer Konfigurationsdatei, die fur diese Anforderung erforderiich ist. Uberpriifen Sie die unten angegeb Fehlerinfor
und dndern Sie die Konfigurationsdatei entsprechend.
Parserfehlermeldung: Unbekanntes targetFramework-Attribut. Beachten Sie bei Attri die GroR-/Klei g.
Quellfehler:
Zeile 10:
Zeile 11: <system.webx>
Zeile 12: <compilation debug="false” defaultLanguage="c#" targetFramework="4.0">
Zeile 13: <assemblies>
Zeile 14: <add assembly="System.Design, Version=4.0.0.0, Culture=neutral, PublicKeyToken=BO3F5F7F11D50A3A"/>
Quelldatei: C:\Progr egalog\TP\web.config Zeile: 12
Versionsinformationen: Microsoft .NET Framework-Version:2.0.50727.3615; ASP.NET-Version:2.0.50727.3618
Fertig "J Lokales Intranet 3 v ®100% -~
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Directory access rights for service IIS service user

= 1) MegsLog
) 0B
I2) DB
) PR
I ™
I2) Toals
=N 1
) App_Code
|2) App_Data
) Bin
= ) images
|2 animations
| border
| dataflow
|2 icons
I logo
1) menue
U] <p e dmeter
) tab
2 Info
() sounds

After the msi-installation you have to grand access rights to the directory
.../TP/images/speedmeter for the service user of your local IIS. If not you will
see the statistics like this:

No Data Available

Please add write/read/delete rights to
*..tplimages/speedmeter”
for the web server service!

Background: Some graphics on the MegalLog TP web pages are dynamically
created during runtime. The IIS service needs write access to store the
graphics into this directory. Because windows use for every language and
version different user names as service user for IIS, it is not possible to script
this installation step into the installer process.

Add full access (read / write / delete) for the service user of IIS to the
directory .../Megalog/TP/images/speedmeter.

Here some examples for the IIS service user:

- Windows XP IUSR_“pcname”
- Windows Vista IUSR
- Windows 7 IUSR

- Windows 2003 Server nt_authority\Network Service

- Windows 2008 Server nt_authority\Network Service

Hint 1: If you cannot find the correct user, add first Group “Everyone” to this
directory (and all subdirectories), then create some statistics on the web page
in TP. After this you are able to see the owner of this file. Last add this user
only and remove “Everyone”.

Hint 2: Try first to connect to the new installed MegaLog TP web page on the
local host (http://localhost/Megalog). After this try it from another
workstation. If this doesn’t work please have a look to your firewall settings
on the machine were you installed MegalLog TP.
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Appendix

Appendix 1. Debug Value

The debug parameter contains two parameter in one number. This is used in
the services TM, TLPP and DBM.

A. logging to the local event log file: bits 0..3
0 - 1 represents event log severity "Information”
2 - 3 represents event log severity "Warning"
4 - 7 represents event log severity "Error"
B. logging to the Megalog error database: bits 3..5
7 represents log severity "Debug"
represents log severity "Info"
represents log severity "Notice"
represents log severity "Warning"
represents log severity "Error"

represents log severity "Critical"

H N W~ U1 O

represents log severity "Alert"
0 represents log severity "Emergency"
The default value is 45.

Examples:
0 = 00000000

45 =00101 101
63 =00111111

7 =00000 111
56 =00 111 000

no logging at all

up to warning will be sent to (A) and (B)
up to debug will be sent to (A) and (B)

up to debug will be sent to (A) only

up to debug will be sent to (B) only
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